APLNext Commerce Server

The APLNext Commerce Server supports the https protocol. In order to take advantage of this

functionality, user needs to:

e Obtain a SSL Certificate from a Certificate Authority (CA)

e Obtain a SSL Certificate in Personal Information Exchange File (.pfx) format

Other useful topics:

o Install APLNext Commerce Server

o Example of Web Server properties setting (SSL Setting)

¢ Example of Workspace properties setting

Page 1 of 15



APLNext Commerce Server

Obtain a SSL Certificate from a Certificate Authority (CA):

There are many Certificate Authorities available on the market such as VeriSign, Thawte, DigiCert, and
Network Solutions. There are four main types of SSL Certificates although each CA uses different
product names and they are Domain SSL Certificate, Standard SSL Certificate, Wildcard SSL
Certificate, and Extended Validation SSL Certificate. Note that this SSL Certificate does not need to be
used exclusively for APLNext Commerce Server but a minimum of a Standard SSL Certificate is
recommended. Both CAs and types of SSL Certificates should be investigated before any decision is

made.

Once the decision is made, follow the instructions from the CA on how to obtain and install the SSL
Certificate. Some CAs also require a manual installation of Root and Intermediate certificates as well,
please follow the CA’s installation instructions. In general, a Certificate Request generated in IIS from
the machine where the SSL Certificate is going to be installed is provided to the CA and then the CA
will provide the SSL Certificate that can be installed in IIS.

The following is an example in IIS 6 (Windows Server 2003):
1) Generate a Certificate Request for the CA
a) Open IIS manager, click Start, select Administrator Tools > Internet Information
Services (IIS) Manager
b) Locate and then right click on Default Web Site on the left pane and then select Properties
c) Select the Directory Security tab
d) Click the Server Certificate... button
e) The Web Server Certificate Wizard will appear, click Next
f) Select Create a new certificate and then click Next
g) Select Prepare the request now, but send it later and then click Next
h) Enter a name for this certificate, select the desired bit length and then click Next
i) Enter the Organization and Organizational unit names and then click Next
j) Enter the Common name and then click Next
k) Select the Country/Region, State/province, and City/locality and then click Next
1) Enter the File name for the certificate request and then click Next
m) Review the summary and then click Next if everything is correct, otherwise click Back to
make changes
n) Click Finish to close the wizard
2) Install the SSL Certificate from the CA
a) Open IIS manager, click Start, select Administrator Tools > Internet Information
Services (IIS) Manager
b) Locate and then right click on Default Web Site on the left pane and then select Properties
c) Select the Directory Security tab
d) Click the Server Certificate... button
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e)
f)
g)
h)

APLNext Commerce Server

The Web Server Certificate Wizard will appear, click Next

Select Process the pending request and install the certificate

Enter the SSL certificate path and file name or browse to it and then click Next
Review the summary and click Next

Click Finish to close the wizard
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Obtain a SSL Certificate in Personal Information Exchange File (.pfx) format:

The APLNext Commerce Server SSL setup requires the SSL Certificate in a file format called Personal
Information Exchange File (.pfx). Review the following steps to obtain the SSL Certificate in this
format:
1) Click Start, Select Run..., type mmc and then click OK.

2IX]

= Type the name of a program, folder, document, or
g Internet resource, and Windows will open it for you.

Open: | mme v ‘

{ 0K I[ Cancel II Browse... ]

2) Click File and then select Add/Remove Snap-in....

'|-rr| Console1

| |Act'»on View Favorites Window Help

New Ctrl+N
Open... Ctrl+0
Save Ctrl+s
Save As...
There are no tems to show in this view.
Options...

1 CAWINDOWS\,...\inetsrv\iis.msc

2 C:\WINDOWS)\,...\services.msc

3 SQL Server Enterprise Manager.MSC
4 C:A\WINDOWS\,...\compmgmt.msc

Exit

Enables you to add snap-ins to or remove them from the snap-in console.

3) Click Add....

Add/Remove Snap-in

Standalone ‘E)(tgnsmns‘
Use this page to add or remove a stand-alone snap-in from the consale.
Snap-ins added to: |y [SRENEEY v
Description
Add.. Re e ul
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4) Select Certificates and then click Add.

Add Standalone Snap-in

Available standalone snap-ins:

Snap-in Vendar e |
41 .NET Framework 1.1 Configuration  Microsoft Corporation

o ActiveX Control Microsoft Corporation
Microsoft Corporation
@Cnmpnnent Services Microsoft Corporation
gcumputer Management Microsoft Corporation B
2] Device Manager Microsoft Carporation

K4 Disk Defragmenter Microsoft Corp, Executi...

8 pisk Management Microsoft and VERITAS...
Event Viewer Microsoft Corporation
[Folder Microsoft Corporation

EF Group Palicy Object Editor Microsoft Corporation

& TIS Virtual Directory Management f... Microsoft Carporation 3
2 - b
Description

The Certificates snap-in allows you to browse the contents of the
certificate stores for yourself, a service, or a computer.

5) Select the Computer account and the click Next.

Certificates sna

This snap-in will always manage certificates for.

(©) My user account

(C) Semvice account

[ Next » } l Cancel ]

6) Select Local computer. (the computer this console is running on) and then click Finish.

Select Computer

Selectthe computer you want this snap-in to manage

This snap-in will always manage:

(®)Local computer: (the computer this console is running on

() Another computer:

[[] Allow the selected computer to be changed when launching from the command line. This only
applies if you save the console

[ <Back | Fnsh | [ cance |

7) Click Close to close the Add Standalone Snap-in dialog.
8) Click OK to close the Add/Remove Snap-in dialog.
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9) The Certificates snap-in is now available.

'i'm Console1

File Action View Favorites Window Help
= B @

‘H"m Console Root

‘&3 Console Root Name
Certificates (Local Computer) B Certificates (Local Comput...

10) Select Console Root > Certificates > Personal > Certificates.

Right click on the desired SSL Certificate and then select All Tasks > Export....

fi Consolel - [Console Root'.Certificates (Local Computer)Personal’Certificates]

“ﬁn Eile  Action Wiew Favorites  Window  Help

= BOME 4B XER| @@

(1 Consale Root Issued To  /
E@ Certificates {Local Computer) 1); nek
e [:l Personal [E v blazessi.net
| L.E9 Certificates

(27 Trusted Roat Certification Authorities

p— u ertificate Authority 0 !
P k Solutions Certificate Authority 50212011 Ser
Cpen

[:| Enterprise Trust

(2] Intermediate Certification Autharities
(21 Trusted Publishers

(27 Untrusted Certificates

(271 Third-Party Rook Certification Authorities
(271 Trusted People

[Z1 Certificate Enroliment Requests

[C3 spC

1]

Zuk
Copy
Delete

Properties

Help

|Exp0rt a certificate

11) The Certificate Export Wizard will appear. Click Next.
Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate krust
lists and certificate revocation lisks from a certificate
store b your disk.

A certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used to protect data or to establish secure network
connections. A certificate stare is the system area where
certificates are kept,

Ta continue, click Next,

= Back Cancel
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12) Select Yes, export the private key and

Export Private Key
You can choose to export the private key with the certificate,

Private keys are password protected. If you want to export the private key with the
certificats, you must kype & passward on a laker page,

Do you want to expart the private key with the certificate?

£ Hes, export the private key!

Mo, do not export the private key

= Back I Hext = I Cancel |

then click Next.

13) Select Personal Information Exchange — PKCS #12(.PFX) and check Enable strong

protection (requires IE 5.0, NT 4.0 SP4 or above) and then click Next.

Certificate Export Wizard [x]

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want o use:
| BER encoded binary @509 ( CERY
| Base-64 encoded|¥, 5091, CER)
€| Cryptographic Message Syntax Standard - PRCS #7 Cartificates [P7E)

I~ Include &l cartificates in the certification path if possible

% Personal Information Exchange - PKCS #12 [ PFX)

™ Include all certificates in the certification path if possible
[V Enable strong protection (requires IE 5.0, NT 4.0 5P4 or above)

™ Delete the private key if the export is successful

< Back. I Mext = I Cancel |

14) Enter and confirm password for the to be

Certificate Export Wizard

Password
To maintain security, you must protect the private key by using a passward.

Type and confirm & passward,

Password:

Confirm password:

= Back I hext = I Cancel

exported SSL Certificate and then click Next.
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15) Enter the file name including file path and extension or click Browse to enter the file name and

then click Next.

Certificate Export Wizard [<]

File to Export
Specify the name aof the File you want to expart

Eile name:!
| Ci\Sample.pFs] Browse...

<Bak [ Metz | Candl |

16) Review the summary and then click Finish to export the SSL Certificate.

Certificate Export Wizard [x]

Completing the Certificate Export
Wizard

Vou have successfully completed the Certificate Export
wizard.

‘You have specified the Following settings:

Export Keys Yes
Include all certificates in the certification path Mo

File Format Person

o

<gork [ Fush | canel |

17) Click OK to exit the Certificate Export Wizard.

Certificate Export Wizard

The expork was successful,

18) Note that this .pfx file can serve as a backup for the SSL Certificate.
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Install APLNext Commerce Server:

1) Download APLNext Commerce Server (APLNextCommerceServerSetupv1.4.2810.msi).
2) Double click the file to start installation and the Setup Wizard will appear.

'|“=§‘ APLNextCommerceServer

Waelcome to the APLNextCommerceServer Setup
Wizard .ﬁ’t’

The installer will quide you through the steps required to install APLNextCommerceServer on your
computer.

WARNING: This computer prograrm is protected by copyright law and intermational treaties
Unauthatized duplication ar distribution ofthis program, or any portian of it, may result in sewvere civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel

3) Click Next and the License Agreement dialog will appear.

'|“=§‘ APLNextCommerceServer

License Agreement

Flease take a moment to read the license agreement now. If you accept the terms below, click "l
Agree'. then "Next". Otherwise click "Cancel”

APLNext Commerce Server A
[END-USER LICENSE AGREEMENT

IMPORTANT-READ CAREFULLY: This End-
User License Agreement ("EULA") is a legal
agreement between you (either an individual or a
single entity) and APLNext for the software

product identified above, which includes computer v
(O1Do MatAgree @IAgree
l Cancel ] l <Back ] I Mext>
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Select I Agree and then click Next to continue.

i!-_e- APLNextCommerceServer

Select Installation Folder -
).
o

The installer will install APLNextCommerceServer to the following folder.

To install in this falder, click "Next". To install to a differentfolder, enter it below or click "Browse".

Eclder.

Ch\Prograrm FileshapiNexf APLNextCommerceSender Browse

l Cancel ] l < Back ] | MNext > ‘

Accept the default installation folder or click Browse to select the desired folder and then click
Next to continue.

'|“=_E: APLNextCommerceServer

Confirm Installation

The installer is ready to install APLNextCommerceSerser on your computer.

Click "Mext" to start the installation

Cancel ] l < Back ] | Mext>
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6)

7)

The Confirm Installation dialog will appear. Click Next to start the installation.

i!-_e- APLNextCommerceServer

Confirm Installation

Click "Mext" to start the installation,

The installer is ready to install APLNextCommerceServer on your computer.

APLNext Commerce Server

l Cancel

< Back

I |

Mext> ‘

The Installation Complete dialog will appear. Click Close to exit.

'|“=§' APLNextCommerceServer

Installation Complete

APLMNextCommerceServer has been successfully installed.

Click "Close" to exit

Flease use Windows Update to check for any critical updates to the NET Framewark,
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Example of Web Server properties setting:

1) Open APLNext Commerce Server Admin, click Start, select All Programs > AplINext >
APLNextCommerceServer > APLNext Commerce Server Admin

2) The license reminder dialog may appear. Click OK to continue.

X

Warning

) Registered User: Demo
1Y

Registered Company: APLNext

Please note that the number of days left for licensed use of this product is 30. We would appreciate your continued business and request that you renew your license now. (A
discount applies for license renewal payments received no later than 60 days before the end of the license period)

‘Contact sales@apl2000.com for assistance!

3) The APLNext Commerce Server Configuration window will appear.

APLNext Commerce Server Configuration ’_7|‘E‘g|

Fle Action Help
= Y APLNext Commerce Server
= £ DENCAGE1 (local computer)
#8 Web Servers
W Workspaces

APLNextCommerceServer is stopped

4) To add a new server, right click on Web Servers on the left pane and then select New Server.

L EX)

EE APLNext Commerce Server Configuration
Fie Action Help
= g APLNext Commerce Server
=& DENCQGG1 (local computer)
= 38 Web Servers

K )defaultwebsite

W Workspaces

APLNextCommerceServer is stopped

5) Right click on defaultwebsite and then select Properties. The Properties dialog will appear.

Enter the following as an example:

Description: Sample
IP Address: localhost
TCP Port: 9000
Connection Timeout: 900

Page 12 of 15



APLNext Commerce Server

Active log directory: C:\Logs

Properties

X

Web Site |HTTP Headers | Documents | Home Directory | Custom Errors

Web Site Identification

Description: ‘Sample ‘
IP Address: ‘Icca\host v ‘
TCP Port: 9000 SSL Port: SSL setup

Connections

Connection Timeout: seconds

[CJHTTP Keep-Alives enabled

[]Enable Logging
Active log directory
|C \Logs| Browse
[ 0K } [ Cancel I l Apply ] l Help ]

6) Apply the SSL Certificate
a) Click SSL setup and the Server Security Setup (SSL) dialog will appear.
i) Enter the file name of the exported SSL Server Certificate (.pfx) including file path and
extension or click Browse to locate the file.
ii) Enter the password to the exported SSL Server Certificate.
iii) Enter the SSL Port, generally it is port 443.
iv) Check the ‘Enable SSL’ checkbox.

EF server Security Setup (S5L) D@B}
Personal Informaion Exchange File containing server certificate
\C-\Samp\ecfx \ Browse
Password
SSLPort Enable SSL
[ 0K I [ Cancel ]

v) Click OK to save the Server Security setup.
7) Click OK to save all the changes in Properties.
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Example of Workspace properties setting:

1) Open APLNext Commerce Server Admin, click Start, select All Programs > AplINext >
APLNextCommerceServer > APLNext Commerce Server Admin

2) The APLNext Commerce Server Configuration window will appear.

APLNext Commerce Server Configuration Z‘|§|g‘
Fle Action Help
BE T o Commerce Server |

=& DENCQGGT (local computer)
8 Web Servers
W Workspaces

APLNextCommerceServer is stopped

3) To add a new workspace, right click on Webspaces on the left pane and then select New

Workspace.

APLNext Commerce Server Configuration

Fle Action Help
= ¥ APLNext Commerce Server
= £ DENCQAGG (local computer)
= 8 Web Servers
& sample

e §VVorkspaces |

(2 defaultworkspace

APLNextCommerceServer is stopped

4) Right click on defaultworkspace and then select Rename.

5) Rename the workspace description to Sample.

APLNext Commerce Server Configuration

Fie Action Help
= ¥ APLNext Commerce Server Name Value
= & DENCQGG (local computer) minpool 1
= #8 Web Servers maxpool 1
& sample timeout 15000
='W Workspaces debug 0
@ visible 0
wslocation
wssize 16m
evievel 2
busyid
APLNextCommercaServer is stopped
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6) To specify the location of the workspace that is associated Sample, right click on wslocation and

then select Modify.

APLNext Commerce Server Configuration

Fie Action Help
= ﬁ APLNext Commerce Server Mame Value
=& DENCQGG (local computer) minpool 1
= 8 Web Servers maxpool 1
& sample timeout 15000
=% Workspaces debug 0
(2 Sample wisible a
wslocation ||
wssize 16m Modify
evievel 2
busyid
APLNextCommerceServer is stopped

Enter the file name including file path and extension of the workspace or click Browse to locate

7)

the workspace and then click OK.

Modify properties E'
Name:
|
Value
|C\Samp\e\Samp\ew3| ‘ Browse

0K ] l Cancel ]
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