IIS Load Balancing with Application Request Routing

Overview

Application Request Routing (ARR) is an extension to Internet Information Server (IIS), which enables an
IIS server to function as a load balancer. With ARR, an IIS server can be configured to route incoming
requests to one of multiple web servers using one of several routing algorithms. By load balancing
requests, high availability of web servers can be achieved without incurring the typically-high costs of
dedicated load balancing products.

ARR is currently available in version 3.0, released on July 26, 2013. The current version is supported in x86
and x64, and can be installed on IIS 7.0 or later (Windows 2008 or later). ARR is available as a download
from Microsoft's download center, or via Microsoft's Web Platform Installer (WebPl).

ARR requires the URL Rewrite extension to function, and uses it for routing requests. ARR can be
configured to redirect traffic based on server variables, URLs, cookies and more, and performs full layer 7
load balancing. ARR's functionality can be described as a load balancing and reverse proxy, although it is
not as advanced as some dedicated reverse proxy products such as Microsoft UAG and dedicated load
balancing solutions.

Installing ARR

Note that ARR is dependent on several components. Use the Microsoft Web Platform Installer to install
ARR and it will install all its dependent components in the appropriate order. The ARR and its dependent
components should be installed in the following order if they are being installed manually:

Web Farm Framework
External Cache module

URL Rewrite
ARR
Download and run the Microsoft Web Platform Installer

(http://www.microsoft.com/web/downloads/platform.aspx).

Run the download Web Platform Installer (wpilauncher.exe)

Type ‘ARR’ in the search area and then click the search icon

Click Add next to ‘Application Request Routing 3.0’ and then click Install
Click I Accept to continue
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PREREQUISITES INSTALL COMFIGURE FINMISH

Rewiews the following list of third party application softuare, Microsoft products and components to be installd and
Mfindows components to be tumed on, Third party applications and products are provided by the third parties listed
here; Microsoft grants you no rights far third party software, You are responsible for and must separately locate, read
and acceptthese third party license terms,
7! Application Request Routing 3.0 TI5ME =
Wiewy license terms

Dirget Download Link,

‘Web Farm Framework 1.1 [Dependency) L01KE
Wiew license terms Ditect Dowrload Link

X Hotfix for External Cache 1.0 0.03 ME
Direct D owrload Link

External Cache 1.0 [Dependency) 307 MB
Wiew license terms Dirgct Download Link,
URL Rewrite 2.0 (Dependency) 6.1 ME

Wiew license terms Ditzct D ownlnad Link,

Total file download size: 1222 MB

By clicking "I Accept," you agree ta the license termns far the third party and Microsaft software listed above, Ifyou do

notagree to all of the license terms, click "I Decline,”
1Decline | Iaccept I

Click Finish to close the dialog

PREREQUISITES INSTALL COMFIGURE FINISH

v The following products were successfully installed.
Web Farm Framework L1
External Cache 1.0
Hotfix for External Cache 1.0
URL Rewwrite 2.0
Application Request Rauting 3.0

Click Exit to close Web Platform Installer
Example: Setup ARR with 'round robin' load balancing

ARR supports several load balancing options including weighted round robin, weighted total traffic,
least current request, least response time, server variable hash, query string hash and request hash.
This example illustrates the 'round robin' option.

Prerequisite:

Setup two application servers with the same web applications.
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All HTTP requests and responses for the content sites go through Application Request Routing. Given this,
you would want the worker process of Default Web Site on Application Request Routing to always be
running regardless of whether the worker processes for some of the sites are running or not.

In this step, you will disable the Idle Time-Out under application pool process model for Default Web Site.

Launch IIS Manager.
Select and expand the root of the server.
Select Application Pools.
— ﬂ% Skart Page
=-95 APLNOW (APLIOW Pk M)
t} Application Poals
@ Sites
#5335 Server Farms

By default, DefaultAppPool is the corresponding application pool for Default Web Site. Under
Actions, under Edit Application Pool, select Advanced Settings....

El {General) =
MET Framework Version vz,
Enable 32-Bit Applications False
Managed Pipeline Made Integrated
Marne DefaulkAppPaoal
Queus Length 1000
Start Automatically True
E CPU
Limit 0
Limit Action Madckion
Lirnit Imkerwal (minutes) 5
Processor Affinity Enabled False —
Processor Affinity Mask 4204067205
El Process Model
Identity ApplicationPoolldentity
Idle Time-out {minutes) ol
Load User Profile False
Macimurn Warker Processes 1
Ping Enabled True
Ping Mazximum Response Time {seconc 90
Ping Period {seconds) 30
Shutdown Time Limit (seconds) an
tartun Tiee Limit {secnnds) an hd

Idle Time-out {minutes)

[idleTimeout] Amount of time {in minutes) a worker process will remain idle before it
shuts dawn, A worker process is idle iF it is not processing requests and no mew
requests are received,

54 | Cancel |

4

Change the Idle Time-out (minutes) to 0 to disable the setting. Click OK to save the changes.
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Define and Configure an ARR Server Group

Create a server farm in ARR

Launch IIS Manager.

Select and expand the root of the server.
Select Server Farms.

‘d}_} Start Page

E|*’:‘_| APLMCYW (APLMCW Pk M)
b -=.? &pplication Poaols
H- e Sites
---_E]j' Server Farms

Under Actions, select Create Server Farm...

Enter a name for the server farm. In the example below, APLServerFarm is the name of the server
farm. Click Next.
Create Server Farm [ 7]

i

“:ﬂ Specify Server Farm Name
H
=

Setver Farm name!
IAPLServerFarm|

v Cnline

Erevious | Pk I Eirish | Cancel |

On the Add Server page, you can add as many application servers as needed. Note that the
properties of the application server cannot be changed/viewed once it’s added. If changes are
needed then the application server must be deleted first and then added again.

Enter the server address (it could be the server ip address or domain name).
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Click the Advanced settings... to configure the HTTP and HTTPS ports to non-standard ports if
needed:

Create Server Farm

7]
P ™
‘f_a Add Server
8-

Server address:

|64.19.131.1BD

add
v online

Hide advanced settings...

Bemoyve |

El Advanced Settings
El applicationRequestRout

oo e
httpsPort 443
weight 100

Server Address | Status

Previous [exk | Einish I Cancel

Click Add to add the server.
Repeat the prior steps to add the additional application servers.

Click Finish to create the server farm with the entered application servers as the server farm
members.

Click No to create a URL rewrite rule.

Rewrite Rules B

% [I5 Manager can create a URL rewrite rule bo route all incoming
' requests to this server Farm automatically, Do vou want ko create
this rule now? ‘You can also create this rule later by wisiting the
Routing Rules page of the server Farm.

Configure server farm properties for ARR

Select the server farm, APLServerFarm. The following icons are shown:

_- @n Server Farm
e iHlZI8 J

o H\ﬂ Start Page ==
APLMOW (APLMOW\Pik Ng) Groupby: Area i ==l
¥ application Poals Server Farm
3| Sites

=1 server Farms

S mA i = A
[+-3g APLServerFarm - e = ’ ’

Fu
Caching Health Test  Load Balance Monitoring and Proxy Routing Rules  Server Affinity
Management

Double click Load Balance.
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Select Weighted round robin from the Load Balance algorithm drop-down list, and then click
Apply under Actions. Note that there are other Load Balance algorithm options you might want

to investigate.

UJ' Load Balance

Use this feature to configure which laad balance algorithm Application Request Routing should use.

Load Balance

Load balance algorithm:

‘Weighted round robin j

Load distribution:

Click Yes.

Application Request Routing E

fi | Runtime statistics will be reset because the load balance algorithm
"Y' has been changed. Do you wank to continue?

¥es o | Cancel |

Select the server farm, APLServerFarm, and double click Health Test.
ARR can be configured to send a GET request to a URL to determine the health of the servers.
Type the URL that should be tested by ARR. Click Apply under Actions to save changes.

UJ' Health Test

Use this Feature ko configure how Application Request Routing should kest Far the health of content servers,

URL Test
LIRL:

Ihttp:,l',l'64.19.131.180

Exarnple: http: f sy, contoso. canmtestpage. bl

Interval {seconds);

|30

Tirme-out {seconds):

|3D

Acceptable status codes:

|200-399

Response match:

Werify URL Test

Select the server farm, APLServerFarm, and double click Routing Rules.
Verify that the Use URL Rewrite to inspect incoming requests checkbox is checked.
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Ugl Routing Rules
Use this Feature ko define simple URL Rewrite rules in Application Request Routing. For advanced scenarios,
follows the URL Resrite link,

Routing
¥ Use URL Rewrite ta inspeck incoming requests
¥ Enable 551 offloading

Requests with the Following extensions are nok forwarded:

Example: *.jpg, *.css, *.gif

Requests with the following patterns are not forwarded;

Example: fimages/*, */templates/*

SSL offloading is enabled by default. When this feature is enabled, all communication between
the ARR server and the application servers are done in clear text, even for HTTPS requests from
clients to the ARR server. When both the ARR server and the application servers are deployed
within a trusted network, such as within the same datacenter, enabling SSL offloading does not
sacrifice security. Also, enabling this feature can further help to maximize the server resources on
the application servers, since they do not have to spend cycles in encrypting and decrypting
requests and responses.

To disable SSL offloading, uncheck the Enable SSL offloading checkbox.
Click Apply under Actions.

Monitoring the ARR Server Group

Launch IIS Manager.
Select and expand the root of the server.
Select the server farm, APLServerFarm. The following icons are shown:

@- |2 |8 Ugl' Server Farm
HE Skart Page o =N
=85 APLMOW (APLNOWPiK Hg) Gty #ree (=]
----- ;’ Application Pools Server Farm
[+ @] Sites

E|33 Server Farms
-3 APLServerFarm

m e @ F T

Caching Health Test  Load Balance Monitaring and Prosxy Routing Rules  Server Affinity
Management

Double click Monitoring and Management.

View the runtime statistics to verify the requests are being load balanced equally between the
application servers.
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UJ' Monitoring and Management

Use this Feature bo wiew the runtime statistics of Application Request Routing, Use Actions to manage the content servers,

Group by: Mo Grouping <

Server - | Awailab. .. | Health. .. | Req... | Res... | Cur... | Total. .. | Fail... | Re... | Reques. .. | Re... | Load B. .. |
64,19.131.179 Awailable  Healthy 0 59 u] S ] 301 S0.00% 255  50.00%
64,19,131.180 Awailable  Healthy 0 49 u] S ] 3.14 S0.00 % 261 50.00 %%

Since: 2/24/2014 12:53:22 PM

Filter by Host Mame; - G0 = g Show Al
Disk Cache Statistics

Requests (Total: 100

0,00 % hit ratio

0 cache hit requests

Response Size (Tokal: 0,01 ME)

0,00 %% bandwidth savings

0.00 ME cache hit
Since: 2/24/2014 12:53:22 PM

More Information

e MSDN ARR Documentation
e  Microsoft ARR Download
e Wikipedia ARR Info
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http://technet.microsoft.com/en-us/library/ee683905(v=ws.10).aspx
http://www.iis.net/downloads/microsoft/application-request-routing
http://en.wikipedia.org/wiki/Application_Request_Routing

